Click here for production status of specific part numbers.

DS28C40 Evaluation System
Lite Version

General Description

The DS28C40 evaluation system (EV system) provides the
hardware and software necessary to exercise the features
of the DS28C40. The EV system consists of five DS28C40
devices in a 10-pin TDFN package, a DS9121CQ+
evaluation TDFN socket board, and a DS9481P-300#
USB-to-12C/1-Wire® adapter. The evaluation software
runs under Windows® 10, Windows 8, and Windows 7
operating systems, both 64- and 32-bit versions. It pro-
vides a handy user interface to exercise the features of
the DS28C40.

Features
e Demonstrates the Features of the DS28C40
DeepCover Secure Authenticator

e Logs 1-Wire/I2C Communication to Aid Firmware
Designers Understanding of DS28C40

e 1-Wire/I2C USB Adapter Creates a Virtual COM Port
on Any PC

DS28C40 EV System with a USB Cable

Evaluates: DS28C40

Fully Compliant with USB Specification v2.0
Software Runs on Windows 10, Windows 8, and
Windows 7 for Both 64- and 32-Bit Versions
3.3V 3% I2C Operating Voltage

Convenient On-Board Test Points, TDFN Socket
Evaluation Software Available by Request

EV Kit Contents

QTY DESCRIPTION
5 DS28C40Q+ DeepCover secure authenticator
with (10 TDFN)
1 DS9121CQ+ socket board (10 TDFN)
1 DS9481P-300# USB to 1W/I2C Adapter
1 USB Type-A to USB Mini Type-B cable

Ordering Information appears at end of data sheet.

DSs121Ca+
Uy 4xdem TOFN  REV®

DeepCover is a registered trademark of Maxim Integrated Products, Inc.
Windows is registered trademarks of Microsoft Corp.

Windows is a registered trademark and registered service mark of Microsoft Corporation.

319-100391; Rev 0; 6/19

maxim
integrated.



https://www.maximintegrated.com/en/storefront/storefront.html

DS28C40 Evaluation System
Lite Version

Quick Start

This section is intended to give the DS28C40 evaluator a
list of recommended equipment and instructions on how
to set up the Windows-based computer for the evaluation
software.

Recommended Equipment

e DS9481P-300# USB to 1W/I2C Adapter

e DS9121CQ+ TDFN socket board

e DS28C40Q+ (five devices included)

e USB Type A-to-USB Micro-Type B cable (included)

e Computer with a Windows 10, Windows 8, or
Windows 7 operating system (64- or 32-bit) and a
spare USB 2.0 or higher port

e DS28C40 EV kit software. If needed go to the
Maxim website and search for the DS28C40 EV Kkit.

Evaluates: DS28C40

Click the Design Resources link. Then click the
DS28C40EVKIT Software Lite link to download the
DS28C40_Evaluation_Kit_Lite_Version_Setup_
V1_2_0.zip file or newer version software.

Note: In the following sections, EV kit software related

items are identified in bold. Windows operating system
related items are identified in bold and underline.

Hardware Setup and

Driver Installation Quick Start

The following steps were performed on a Windows 7 PC

to setup the DS28C40 EV kit hardware/software:

1) Obtain and unpack DS28C40_Evaluation_Kit_Lite_
Version_Setup_V1_2_0.zip file or newer version.

2) In a file viewer, double click on the DS28C40_
Evaluation_Kit_Lite_Version_Setup_V1_2 0 to
begin the installation.
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Figure 1. File Viewer
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DS28C40 Evaluation System Evaluates: DS28C40
Lite Version

3) The setup wizard opens. Click on Next (Figure 2):
4) Click Next (Figure 3) to install to the default folder.

maxim Welcome to the DS28C40
integrated.  Evaluation Kit Lite Version Setup
Wizard

This will install DS28C40 Evaluation Kit Lite Version version
1_2_0 on your computer.

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

T

Figure 2. DS28C40 Setup Wizard

Select Destination Location
Where should DS28C40 Evaluation Kit Lite Version be installed?
m_o

Setup will install DS28C40 Evaluation Kit Lite Version into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

| m Files (x86)WMaxim Integrated\DS28C40 Evaluation Kit Lite Version Browse...

At least 17.2 MB of free disk space is required.

T

Figure 3. Install Folder Location
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DS28C40 Evaluation System Evaluates: DS28C40
Lite Version

5) Click Next to install shortcuts to the default folder (Figure 4).

6) Unplug any Maxim adapter and click on Next (Figure 5) with the default settings checked. This action installs the
DS9481P-300 driver that is needed to communicate through the USB by a virtual COM port.

Select Start Menu Folder
Where should Setup place the program's shortcuts?
T,

v
Setup will create the program's shortcuts in the following Start Menu folder.
[—==+]

To continue, dick Next. If you would like to select a different folder, dick Browse.

axim Integrated\DS28C40 Evaluation Kit Lite Version I l Browse...

[Joon't create a Start Menu folder

T

Figure 4. Program Shortcuts Location

Select Additional Tasks
Which additional tasks should be performed?
TR

Select the additional tasks you would like Setup to perform while installing DS28C40
Evaluation Kit Lite Version, then dick Next.

M Install DS9481P-300 driver
Additional icons:

[ create desktop icon

Start menu icons:

Create uninstall icon

ETTN T

Figure 5. Select to Install the Driver
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DS28C40 Evaluation System Evaluates: DS28C40

Lite Version

7) Next click on Install (Figure 6). A new window pops up to show progress of the installation.
8) Click on Next (Figure 7) when the Device Driver Installation Wizard appears.

Ready to Install

Setup is now ready to begin installing DS28C40 Evaluation Kit Lite Version on £
your computer. i o)

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\Maxim Integrated\DS28C40 Evaluation Kit Lite Version

Start Menu folder:
Maxim Integrated\DS28C40 Evaluation Kit Lite Version

Additional tasks:
Install DS9481P-300 driver
Start menu icons:
Create uninstall icon

| <Bak [ nstal | [ concel

Figure 6. Ready to Install

Welcome to the Device Driver
Installation Wizard!

This wizard helps you install the software drivers that some
computers devices need in order to work.

To continue, click Next.

< Back Net> ]| | Cancel |

Figure 7. Device Driver

www.maximintegrated.com
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DS28C40 Evaluation System
Lite Version

9) Click on Finish (Figure 8) to close the final window
confirming the driver was installed correctly.

10) Now that the driver is installed, connect the hardware
by doing the following:

a) Open the socket and insert a DS28C40 into one
of the cavities, as shown in Figure 9. Note: The
plus (+) on the package must be on aligned with
the top of the marker in the socket.

Evaluates: DS28C40

Close the clamshell socket.

Connect the DS9121CQ J2, 10-pin male plug,
into the DS9481P-300#, 10-pin female socket
(Figure 10).

For the DS9121CQ+, insert jumper JB1 to use
VCC (Figure 10).

Plug-in the DS9481P-300# using USB Type-A to
USB Micro Type-B cable into the PC.

Completing the Device Driver
Installation Wizard

The device driver installation wizard did not update any of your
software for your hardware devices because it was not better than
the software you cumrently have installed.

Driver Name
\/ Maxim Integrated Produ...

Status
Ready to use

< Back

[CFs ][ concel |

Figure 8. Device Driver Installed Finished

Figure 9. Orientation of the DS28C40 in the Clamshell Socket
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DS28C40 Evaluation System Evaluates: DS28C40
Lite Version

11) Click on Einish (Figure 11) to close the final window confirming the software was installed correctly.

DSS121CQ+
Uy 4x3=a TOFN REVB
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Figure 10. DS9481QA-300 and DS9121CQ

maxim Completing the DS28C40
integrated.  Evaluation Kit Lite Version Setup
Wizard

Setup has finished installing DS28C40 Evaluation Kit Lite
Version on your computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

[M Launch DS28C40 Evaluation Kit Lite Version:

Figure 11. Software Installation Finished

www.maximintegrated.com Maxim Integrated | 7



DS28C40 Evaluation System
Lite Version

12) The DS28C40 EV kit program now opens and con-
nects to the DS9481P-300 COM port. This can be
verified in the lower right corner of the window as
shown in Figure 12.

Available Options

The DS28C40 EV Kit Lite Program is designed as a
usage example to show step by step how to use the

Evaluates: DS28C40

DS28C40 device. This version includes options to write,
read, and run a compute authentication page using SHA2
or ECDSA. To access the full potential of the DS28C40,
request the full version available under NDA request.

The GUI displays all the 12C sequences for each step
performed to assist the firmware engineer.

File Tools Help

Setup < General Commands H $HA2 Commands H ECD34 Commands ‘
Select Command Select Page
Adapter Part# DS3431P-300
|Command v| ‘OTP User Memory: Page 0 v
Status Connected on COM6 ‘
Page Data
Search adapter Ioooooocmoooooooooooooooooooooooooooooooooooooooooooooooooooooooo
Set Protection |Secret A [ |SecretB  Read RNG
Search Devices ( | S
® SHA2/Simple Pratection @ ECDSA Protection Read RNG Parameter (NBR#¥) |1
DS28C40 | RP-Read Protect
¥ | WP-Wirite Protect

V| EM-EPROR Emulation Mode

Selected Device || &PH-Authentication Write Protecti on HMAC

Rk | |EPH-Encryption and Authenticated Write Protection HMAC
‘IDCK)OIOZOS(MOSE‘)

MAN ID

Execute Command

Log & Display 12CLog

S [41] [21] [AA] [00] [00] [00] [00] [SE] [BS] [13] [C8] [EA] [F7] [1F] [2C] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [E9] P 2
<SUCCESS>
//Device found with ROMID: 1D000102030405E9 5
v
@ Ready | Deep Cover Secure Authenticator EV Kit Software [Lite Version)Rev: (1.20) | Connected on: COME _;

Figure 12. DS28C40 EV Kit Program (Default View upon Opening)

www.maximintegrated.com Maxim Integrated | 8



DS28C40 Evaluation System

Lite Version

Usage Example—Feature Write Memory and Read Memory
1) Select the General Commands tab (Figure 13).
2) Select the Write Memory command from the combo box selection (Figure 13).

Evaluates: DS28C40

File Tools Help

DS28C40

Selected Device
ROMID

‘ 1D000102020405E9

MAN ID

Setup LfJ
Adapter Part# DS3431P-300
Status Connected on COMG
\ Search Adapter
{ Search Devicas

General Commands H SHAZ Commands H ECDSA Commancs ‘

Select Command Select Page
~ ‘DTP User Memory: Page 0 -
Read Memory

Set Protection

M|Secret & [)SecretB

A4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 AA

Read RNG

(8) ECDSA Protection

o

) 5HA2/Simple Protection

(

| RP-Read Protect

| WP-write Protect

EM-EPROM Emulation Mode

[

[ APH-Authentication Write Protection HWAC

EPH-Encryption and Authenticated Write Protection HWMAC

Read RNG Parameter (NBR#)

Execute Command

Log @ Display |2CLog

<SUCCESS>

//Device found with ROMID: 1D000102030405E9

S [41] [21] [AA] [00] [00] [00] [00] [02] [19] [01] [72] [S6] [19] [BO] [D7] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [ES] P

<

@ Ready

Deep Cover Secure Authenticator EV Kit Software (Lite VersionRev: (120} |

Connected on: COM6 _;

Figure 13. Selecting Command

www.maximintegrated.com
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DS28C40 Evaluation System
Lite Version

3)

Write the desired data on the Page Data textbox (Figure 14).

Evaluates: DS28C40

File Tools Help

General Commands " SHAZ Commands " ECDSA Commands ‘

Read RNG Parameter (NBR#) |1

Setup <
Select Command Select Page
Adapter Part#  DS9481P-300
Write Memory vl ‘DTP User Memory: Page 0 ~
Status Connected on COM6
Page Data
Search Adapter
Set Protection V| Secret & Secret B Read RNG
Search Devices
®) SHAZ/Simple Protection ®) ECDSA Protection
DS28C40 | RP-Read Protect
. | WP-Write Pratect

™| EM-EPRONM Ernulation hMacde

Selected Device | &PH-Authentication Write Protection HMAC

ROM ID |_|EPH-Encryption and Authenticated Write Protection HMAC

[10000102030405E9
MAN ID

Execute Command

Log ¥ Displayl2CLog

s [41] [21] [AA] [00] [00] [00] [00] [02] [13] [01] [72] [56) [19] [BO] [D7) [00] [00] [00] [00] [00] [00] [00] [00] [01] [00) [00] [00] [1D] [00] [01] [02] [03] [04] [0S] [ES] P

<SUCCESS>
//Device found with ROMID: 1D000102030405E9

@ Ready

Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.2.0)

Connected on: COM6 _;

Figure 14. Write Data

www.maximintegrated.com
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DS28C40 Evaluation System

Lite Version

4) Select the page for writing (Figure 15).

Evaluates: DS28C40

File Tools Help

Setup

Adapter Part# DS9481P-300

Status Connected on COM6

Search Adapter

Search Devices

DS28C40

Selected Device

ROM ID

[D000102030405€9 ]
MAN ID

Log ¥ Display 12CLog

General Commands | SHA2 Commands | ECDSA Commands |

Select Command Select Page

|Write Memory v| (OTP User Memory: ge 0|

OTP User Memory: Page 0
OTP User Memory: Page 1
IAAAAOOOOOOOOOBOOOOOOOOOOOO OTP User Memory: Page 2

OTP User Memory: Page 3
OTP User Memory: Page 4
OTP User Memory: Page 5
OTP User Memory: Page 6
OTP User Memory: Page 7
RP-Read Protect OTP User Memory: Page 8
OTP User Memory: Page 9

Page Data

Set Protection

®) SHA2/Simple Protection

pr(NBR#) |1

WP-Write Protect
V| EM-EPROM Emulation Mode
APH-Authentication Write Protection HMAC

EPH-Encryption and Authenticated Write Protection HMAC

Execute Command

<SUCCESS>

. Ready

|//Device found with ROMID: 1D000102030405E9

Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.2.0)

S [41] [21] [AA] [00] [00] [00] [00] [02] [19] [01] [72] [56] [19] [BO] [D7] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [E9] P

Connected on: COM6 .

Figure 15. Select Page

www.maximintegrated.com
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DS28C40 Evaluation System Evaluates: DS28C40
Lite Version

Click the Execute Command button (Figure 16). The I2C communication is displayed on the Log window and aids to
understand how the command is executed.

To perform a memory read, in the General Commands tab, select the command from the Select Command drop-
down menu (Figure 13).

From the Select Page drop-down menu, select the desired page to read (Figure 15).
Click the Execute Command button (Figure 16).

File Tools Help

Setup < General Commands H $HA2 Commands H ECD34 Commands ‘
Select Command Select Page
Adapter Part# DS9481P-300
|Write Memaory v| [OTP User Memory: Page 0f ~
Status Connected on COM6
Page Data
search Adapter IAAAA000000000000oooooooooooooooooooooooooooooooooooooooooooooom
Set Protection ™| Secret & Secret B Read RMNG
Search Devices
® sHa3/Simple Protection ECDSA Protection Read RNG Parameter (NBRE) |1
DsS28C40 RP-Read Frotect

WP-Write Protect

| EM-EPRORM Emulation hMode

Selected Device APH-Authentication Write Protection HRAC

ROM ID EPH-Encryption and Authenticated Write Protection HMAC
‘1DOCK]102030405E9

MAN ID

Execute Command

Log & Display12CLog

S [41] [21] [AA] [00] [00] [00] [0O] [02] [19] [01] [72] [56] [19] [BO] [D7] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [0S] [E9] P
<SUCCESS>

//Device found with ROMID: 1D000102030405E9
v

& Ready Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (12.0) | Connected on: COM6 _:

Figure 16. Execute Command

www.maximintegrated.com
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DS28C40 Evaluation System Evaluates: DS28C40
Lite Version

Usage Example—SHA2 Compute and Read Page Authentication

1) Under the General Commands tab, in the Select Command drop-down menu, select Write Memory (Figure 13).
) Select the Secret A or B from Select Page drop-down menu for writing (Figure 17).

) Write the desired secret on the Page Data text box and click Execute Command button (Figure 18).

)

)

B W N

Select the SHA2 Commands tab.

Select the Compute and Read Page Authentication command from the Select Command drop-down menu
selection (Figure 19).

&)}

File Tools Help

Setup < | General Commands | sHA2 Commands | ECDSA Commands |
Select Command Select Page
Adapter Part# DS9481P-300
|Write Memory v| 0TP User Memory: Page 0) v
Status. Connected on COM6 OTP User Memory: Page 4 A
Page Data
OTP User Memory: Page 5
Search Adapter |0000000000000000000000000001 OTP User Memory: Page 6
OTP User Memory: Page 7
Set Protection OTP User Memory: Page 8
& OTP User Memory: Page 9
Search Devices
OTP User Memory: Page 10 i
2 ler (NBR#]
SHAZ/Simple Protection OTP User Memory: Page 11 er ) |1
DS28C40 RP-Read Protect
Page 39, Secret B v
WR-Write Protect
| ERM-EPROM Emulation Mode
Selected Device APH-futhentication Write Protection HMAC
ROM ID EFH-Encryption and Authenticated Write Protection HWAC
|1D000102030405E9
MAN ID
Execute Command

Log  + Display|2CLlog

s [41] [21] [AA] [00] [00] [00] [00] [FD] [07] [E2] [C7] [BD] [BE] [80] [3A] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [E9] P ~
<SUCCESS>
\//Device found with ROMID: 1D000102030405E9

v

& Reody Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.20) | Connected on: COME _:

Figure 17. Selecting SHA2 Command

www.maximintegrated.com Maxim Integrated | 13
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File Tools Help

setup < General Commands | SHA2 Commands | ECDSA Commands
Select Command Select Page
Adapter Partd# D53481P-300 @ @ | | —m—0mm—m @ —— — ——— —— !
Write Memory w| Page 38, Secret A |
Status Connected an COME
Page Data
Search adapter AA 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 A&
; a7
Search Devices
1
D528C40

Selected Device

Execute Comemand

Log  «f Display 12CLog

5 [41] [21] [Aa] [00] [o0] [00] [oo] [FO] [07] [£2] [C7] [BO] [e€] [80] [3A] [00] [oo] [0a] [oo] (o] [oo] [o0] [oo] [01] foo] [0o] [o0] (10 (o0 [0x] [02] (03] [o4] [05] [E9] P
EUCCESS>
//Deviee found with ROMID: 1D00010203040559

| @ Reaty Deep Caver Secure Authenticator EV Kit Software (Lite Version]Rev: (1.2.0)

Connected on: COME _;

Figure 18. Selecting SHA2 Command

File Tools Help
setup (<] [[@eneral commands | SHAZ Commands || ECDSA Commands |
AdapterPart#  DS3481P-300 Select Command Select Page
‘DTP User Memory: Page 0 -
Status Connected on COM6
AT: Authentication Type Challenge
| Search 2dapter |
| E19D E912291B C5B3BCALAOCF59BF  ~
(® HMACUsing SHAZ Secret & FF 2E 87 BC 54 C7 OB 23 BO FA 10 64 2CEF
56 26 NE A5
Search Devices # HMAC using SHA2 Secret B
| |
h - & HMAC Using SHAZ Secret § B Bl |
DS28C40 L —
‘ V‘ Page Data Mew Page Data
|02 200000 00 00 00 0
00 100 00 O
Selectad Device I
ROMID
‘1D000102030405E‘3 ‘ Secret & Destination Secret || (WPE) Lock Secret
MAN ID ® Secreth (e)SecretB (e Secret S
o (00 00 0
o 00 00 0 |
‘ Execute Command
Log
1/ 128] [95] [3B] [42] [28] [2C] [F2] [6E] i
//Command Result |
[<SUCCESS> ||
v
@ Ready Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rew: (120) | Connected on: COME _;

Figure 19. Selecting SHA2 Command

www.maximintegrated.com
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6) From the Select Page drop-down menu, select a page to execute the command (Figure 20).

File Tools Help

Setup

Adapter Part# DS9481P-300

Search adapter

Search Devices

DS28CA0

Status Connected on COM6

General Commands | SHA2 Commands H ECDSA Commands ‘

Select Command

‘Compute and Read Page Authentication v‘

AT authentication Type

& HWMAC using SHA2 Secret A
& HMAC using SHAZ Secret B

& HMAC Using SHAZ Secret §

Page Data

Select Page

OTP User Memory: Page 1
OTP User Memory: Page 2
OTP User Memory: Page 3
OTP User Memory: Page 4
OTP User Memory: Page 5
OTP User Memory: Page 6
OTP User Memory: Page 7
OTP User Memory: Page 8
OTP User Memory: Page 9 v

Selected Device

ROM ID

[1D000102030405E9 |
MAN ID

02 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Secret &

Destination Secret [ |(WPE) Lack Secret

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

® SecretA (e SecretB (e Secret$

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

’00000000000000000000000000000000

Execute Command

Log ¥ Displayl2CLlog

// 128] [95] [3B] [42] [28] [2C] [F2] [6E]

//Command Result
<SUCCESS>

@ Ready

Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.2.0) |

Connected on: COME

Figure 20. Select Page

www.maximintegrated.com

Maxim Integrated | 15



DS28C40 Evaluation System
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7)

Evaluates:

DS28C40

In the AT: Authentication Type combo box, select a secret to compute the HMAC on selected page (Figure 21).

File Tools Help

Setup

Adapter Part# DS9481P-300

Status Connected on COM6
Search adapter
Search Devices
DS28CA0

Selected Device

ROMID

[1D000102030405E9 |

MAN ID

Log & Display 12CLog

// 128] [95] [3B] [42] [28] [2C] [F2] [6E]

General Commands | SHA2 Commands H ECDSA Commancds ‘

Select Command

(®) HMAC using SHAZ Secret A
&) HMAC using SHA2 Secret B

o HMAC Using SHAZ Secret §

Page Data

Select Page
‘Compute and Read Page Authentication ~ ‘ |0TP User Memory: Page 0 ~
AT authentication Type Challenge

E1SDE312291BCSB3BCALAOCFS53BF A

FF 2E 87 BC 54 C70B 23 BOFA 10 64 2CEF
A 2R NFAS

Generate Challenge

Mew Page Data

102 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00
100 00 00 00 00 00 00 00 00 00 OC 00 00 00 00 00

Secret &

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 O 00 00 00 00 00 00 00 00 00 00

Destination Secret (WWPE) Lock Secret

® SecretA (e SecretB (e Secret$

00 00 00 00 00 0C GO 0O 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Execute Command

//Command Result
<SUCCESS>

@ Ready

Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.2.0) |

Connected on: COME

Figure 21. Select Secret

www.maximintegrated.com
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8) Click the Generate Challenge button to create a random challenge for command (Figure 22).

File Tools Help

Setup

Adapter Part# DS9481P-300
Status Connected on COM6

Search adapter

Search Devices

DS28CA0

Selected Device
ROM ID
[1D000102030405E9 |

MAN ID

Loz & Display 12CLog

General Commands | SHA2 Commands H ECDSA Commands ‘

AT authentication Type

(®) HMAC using SHAZ Secret A
& HMAC using SHAZ Secret B

& HMAC Using SHAZ Secret §

Select Command Select Page
‘Compute and Read Page Authentication ~ ‘ |0TP User Memory: Page 0 ~
Challenge

E19DES12291BCSB3BCALAOCFS53BF A
FF 2E 87 BC 54 C70B 23 BOFA 10 64 2CEF
SR 2R NFAS

Generate Challenge

Page Data

Mew Page Data

02 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00
100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Secret &

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Destination Secret (WWPE) Lock Secret

® SecretA (e SecretB (@) Secret$

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

’DOOODOODDOO{]OOOODDOODOODDOO{]OOOO

Execute Command

// 128] [95] [3B] [42] [28] [2C] [F2] [6E]

//Command Result
<SUCCESS>

@ Ready

Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.2.0) |

Connected on: COME ;

Figure 22. Generate Challenge

www.maximintegrated.com
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DS28C40 Evaluation System Evaluates: DS28C40

Lite Version

9) Click the Execute Command button to run the sequence (Figure 23). The command result is displayed on the Log
box.

File Tools Help

Setup < General Commands | SHA2 Commands | ECDSA Commands |

Adapter Part#  DS9481P-300 Select Command Select Page
‘Compute and Read Page Authentication ~ ‘ |0TP User Memory: Page 0 ~
Status Connected on COMB
AT authentication Type Challenge
Search adapter
E19DES12291BC5B3BCAL1AO0CF59BF ~

FF 2E 87 BC 54 C70B 23 BOFA 10 64 2CEF

(®) HMAC using SHAZ Secret A
5A 2R NFAS

Search Devices # HMAC using SHAZ Secret B
&) HMAC Using SHA2 Secret § Generate Challenge

DS28CA0

Page Data Mew Page Data

00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00

02 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Selected Device

ROMID
‘ 1D000102030405E9

Destination Secret (WWPE) Lock Secret

| Secret &

MAN ID @ Secret A (eiSecretB (e Secrets

(00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Execute Command

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Log & Display 12CLog
~

// 128] [95] [3B] [42] [28] [2C] [F2] [6E]

//Command Result
<SUCCESS>

Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (1.20) | Connected on: COME _;

@ Ready

Figure 23. Execute Command

www.maximintegrated.com Maxim Integrated | 18
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Evaluates: DS28C40

Usage Example—ECDSA Compute and Read Page Authentication

1)
2)

Select the ECDSA Commands tab (Figure 24).

From the Select Command drop-down menu, select the Generate ECC-256 Key Pair and select the desired Public/
Private Key from the Key Selection combo box (Figure 24).

File Tools Help

Setup =]

Select Command

General Commands H SHAZ Commancs H ECD$A Commands ‘

Select Page

Adapter Part# DS9431P-300

key selection

@ ‘psgg . ECDH WR
Status Connected on COM6 Generate ECC-256 Key Pair @ Public/Private Key & Do @1
IComputeand Read Page Authentication | 59 00 00 0000 00 00 00 00 00 00 00 00 00 00 00 & Public/Private Key B €S Offset
‘ Search adapter | Public Key AX
Im0000000000(1]00(1]0000DOOUDOWDOWDOOUDOOUDOWDOWDOOUDOOUDOCHDO
[ Public Key AY
| Search Devices |
IOO00000000000000000000000000000000000000000000000000000000000000
DS28C40 Compute Multi-Block HASH Options Hash Input Type

v| Input Data (@) Hex Format ®) 5tring Format

)32 Bytes Hash

@) SHA-256 from Data
Selected Device

ROM ID
‘ 1D000102030405E9

&) Temporary Hash THASH from hulti-hlock

| ECDS& Signaturer || s (hex) set GPIO State onvalid Certificate

MAN ID

7 GPIO PIOA State Enable New GPIO PIOA State Value _ )

Execute Command

Log @ Display 12CLog

<Delay 30ms> e

S [41] [21] [AA] [00] [00] [00] [00] [DS] [22] [E2] [76] [C4] [C3] [79] [F5] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [E9] P

@& Ready Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (12.0) | Connected on: COM6 _;

Figure 24. Generate ECC Key pair

www.maximintegrated.com Maxim Integrated | 19



DS28C40 Evaluation System

Evaluates: DS28C40
Lite Version

3) Click the Execute Command button (Figure 25).

File Tools Help

Setup

General Commands H SHAZ Commancs H ECD$A Commands ‘

Select Command Select Page o Key $election
Adapter Part# DS3431P-300 |page | 1 ECDH WR
Status Connected on COM6 Private Key A i  Public/Private Key & i 1
IOOOOOOOOOO000000000000000000000000000000000000000000000000000000 @ Public/Private Key B Cs Offset
Search adapter Public Key AX

ICK]DO(IIDOCKIOOCK]OOCK]OOCHDOCDOOCK]OOCK]DOC[IDOC[IOOCK]OOCDOOCHDOCDOOCDOO

Public Key AY
Search Devices

IOO00000000000000000000000000000000000000000000000000000000000000

DS28C40 Compute Multi-Block HASH Options Hash Input Type
‘ vi Input Data (@ HexFormat (e String Format -
: T ® 3IBytes Hash
@) SHA-256 from Data
Selected Device .
@ Temparary Hash THASH from Multi-block
ROMID !
‘1000010203040559 ECDSA Signaturer | | s (hex) Set GRIO State on valid Certificate
MAN ID - |
GPI0 PIO&, State Enable New GPIO PIOA State Value 0

Execute Command

log @ Display12CLog

<Delay 30ms>

S [41] [21] [AA] [00] [00] [00] [00] [DS] [22] [E2] [76] [C4] [C3] [79] [F5] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [E9] P

@& Ready Deep Cover Secure Authenticator EV Kit Software (Lite VersionRev: (12.0) | Connected on: COM6 _;

Figure 25. Execute Generate ECC Key

www.maximintegrated.com Maxim Integrated | 20



DS28C40 Evaluation System

Lite Version

4)

Public/Private Key from the Key Selection combo box (Figure 26).

Evaluates: DS28C40

In the Select Command drop-down menu, select the Compute and Read Page Authentication command and the

File Tools Help

Setup

Adapter Part# DS3431P-300

Search adapter

Search Devices

DS28C40

General Commands H SHAZ Commancs H ECD$A Commands ‘

Status Connected on COM6

Select Command

Select Page

|v| \Page

[Generate EC

Generate ECC-256 Key Pair
Compute and Read Page Authenti bo 00 00 00 00 00 00 00 00 00
PublicKey AX

ICK]DOCIIDOCKIOOCK]OOCKJDOCIIDOCUOOCDOOCDDOC[IDOCDOOCDOOCK]DOC[IDOCUOOG]OO
Public Key AY

IOO00000000000000000000000000000000000000000000000000000000000000

Compute Multi-Block HASH Options

Input Data (@) Hex Format ® 5tring Format

Selected Device
ROMID

‘ 1D000102030405E9

MAN ID

Log @ Display 12CLog

<Delay 30ms>

ECDSA Signaturer | | s (hex)

Key selection

® Public/Private Key &

& Public/Private Key B

Hash Input Type

ECDH WR
By 1
Cs Offset

® 31Bytes Hash

@) SHA-256 fram Data

@ Termparary Hash THASH from Multi-block

Set GPIO State on Valid Certificate

GPI0 PIO&, State Enable New GPIO PIOA State value (10 o

Execute Command

S [41] [21] [AA] [00] [00] [00] [00] [DS] [22] [E2] [76] [C4] [C3] [79] [F5] [00] [00] [00] [00] [00] [00] [00] [00] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [E9] P

@ Ready

Deep Cover Secure Authenticator EV Kit Software (Lite VersionRev: (12.0) |

Connected on: COME _;

Figure 26. Selecting Command

www.maximintegrated.com
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DS28C40 Evaluation System
Lite Version

Evaluates: DS28C40

5) From the Select Page drop-down menu, select the desired page and public key (Figure 27).

6) From the AT: Authentication Type combo box, select the private key (Figure 27).

7) Click the Generate Challenge button and then click Execute Command button to perform the sequence (Figure 28).

Results are displayed in the Log box.

File Tools Help

Setup < [ General Commands | SH&2 Commands | ECDSA Commands |

Select Command select Page

Compute and Read Page Authentication Options

AdapterPart#  DS9481P-300

Compute and Read Page Authenti

Status Connected on COM6 Private Key A
OTP User Memory: Page 1
OTP User Memory: Page 2
OTP User Memory: Page 3
I OTP User Memory: Page 4
Public Key AY OTP User Memory: Page 5
I

L
Search Adapter Public Key AX
I

Current Page Data

Hew Data
Search Devices OTP User Memory: Page 6
L OTP User Memory: Page 7 T
AT: Authentication Type OTP User Memory: Page 8 |
DS28C40
OTP User Memory: Page 9 v [
® ECD3APage Signature using Private Key A Challenge
Salstisd Device & ECDSAFage Signature Using Private Key B f
ROM ID |
'
MAN ID Generate Challenge

Execute Command

Log ¥ Display12CLog

<Delay 30ms>

s [41] [21] [AA] [00] [00] [00] [00] [CS] [04] [1A] [51] [76] [16] [37] [D2] [00] [00] [00] [00] [0O] [00] [00] [0O] [01] [00] [00] [00] [1D] [00] [01] [02] [03] [04] [05] [ES] P

@ Resy Deep Cover Secure Authenticator EV Kit Software (Lite Version)Rev: (12.0) |

Connected on: COM6 _:

Figure 27. Selecting Page and Key

File Tools Help

setup < [ General Commands | sHaz Commands | ECDSA Commands |

Select Command Select Page

Compute and Read Page Authentication Options

Adapter Part# DS9481P-300
PRy Compute and Read Page Authentication v‘ ‘DTP User Memory: Page 0

Current Page Data

Selected Device & ECDSA Page Signature Using Private Key B

ROM ID

1D000102030405E9

MAN ID

Status Connected an COM& private Key A
I
L |02ZDOQODOODDOOODODODOGODOQOQODOD
Searth Adapter Public Key AX
I I
I
Public Key AY
Search Devices r HewDats
3 I
DS28C40 AT Authentication Type I
® ECDSA Page Signature using Private Key A Challenge

E32CF3FAAD2CA3B6DSIC17435F78 A
|93 97 ED 92 61 87 B9 65 66 F2 64 4A 40 9E E1
anac R L

=> Generate Challengs
| Execute Command |

Log & Displayl2CLog

|// E3 2CF3 FA AD 2C A3 B6 D59C 17 43 5F 78 93 97
|// ED 93 61 87 B9 65 66 F8 64 4A 40 SEE1 3D 3C B7

@ Ready Deep Cover Secure Authenticator EV Kit Software (Lite Versior)Rev: (120} |

Connected on: COMS _:

Figure 28. Execute Command

www.maximintegrated.com
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DS28C40 Evaluation System
Lite Version

Navigating

The DS28C40 EV Kit Lite Program is divided in five sec-
tions: the top menu bar, Setup panel, tab control, Log,
and the status bar.

e Menu Bar: Provides additional software features and
information used to support the software operation.

e Setup Panel: Information for hardware connection
and device status.

e Command Panel: Main section for command execu-
tion and command option selection.

e Log: Software communication results for all com-
mands and software transaction. Shows the 12C
results and command’s inputs and results.

e Status Bar: Displays the state of the software after
connection the hardware necessary for operation

www.maximintegrated.com

Evaluates: DS28C40

Connecting and Detecting Hardware

The DS28C40 EV Kit Lite Program detects automati-
cally the required hardware on initialization. To exercise
a different DS28C40, open the DS9121CQ socket and
replace the device (Figure 9). Then click the Search
Device button to detect then new DS28C40.

If, for any reason, the DS9481P-300 is not detected dur-
ing the initial software load, click the Search Adapter
button to detect and initialize the USB adapter.

Maxim Integrated | 23
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Ordering Information

PART TYPE

DS28C40EVKIT# EV System

#Denotes RoHS compliance.

DS9121CQ EV Kit Bill of Materials

Evaluates: DS28C40

DESIGNATION | QTY DESCRIPTION DESIGNATION | QTY DESCRIPTION
12C AUTHENTICATOR AUTO, CONN+, RCPT, 100" 6POS,
Pack-Out 1 | EVKIT J1 1 | RIAGOLD
DS28C40EVKIT# PPPCO061LGBN-RC
AUTOMOTIVE 12C SOCKET+, IC, TDFN10, 4X3MM,
Pack-Out 5 | AUTHENTICATOR, 6Kb U1 1| CLAMSHELL
DS28C40G/V+ 10QH50A14030-D
CABLE, USB A-TO-MICRO-B PACK.OUT ;| LABEL BLANK THT-1-423
Pack-Out 1| CABLE (1M) 0.75 X 0.25
68784-0001 BAG, STATIC SHIELDZIP4X6,
PACK-OUT 1
1W/I12C 4x3MM TDFN SOCKET W/ESD LO
Pack-Out 1 | BOARD CAP+, 0.14F, 10%, 10V, X7R,
Pack-Out 1 | BOX, BROWN, 93/16" X 7 X 1 1/4” C0603C104K8RACTU
BackOut ;| FOAM, ANTI-STATIC PE LED+ GREEN CLEAR,
aciebu 12X12X3.175MM D1 1| 3.2V,20MA,0603
Pack-Out 2 | LABEL, SATIN 1-3/4” X 1-3/8" 598-8081-107F
Pack-Out 1 | 2X3’, STATISHIELDING, ZIPTOP HEADER 36-40 PINS
SR VAXIMWES JB1 0.1 | (CUTTOFIT)
g + 22-28-4363
Pack-Out 1| INSTRUCTION
SHUNT+, LP W/HANDLE
DS9481P-300 EVAL KIT# Populate to '
Pack-Out 1| Deoas1p.300% B 1| 2POS 30AU
- 881545-2
1W/I2C 4X3MM TDFN
Pack-Out 1 | SOCKET BOARD Q1 1 '\B"SO;Zi['T';"GCH ENHANCEMENT
DS9121CQ+
3.3KQ 1% RESISTOR
PS8NZIcar |4 | pese, Dsot21car R3 1 | (0603 PB FREE)
ERJ-3EKF3301V
CONN HEADER VERT 10POS I , | RES. 10K 1% 0603
Ja 1 | 2.54MM ’ ERJ-3EKF1002V
22284103
CONN+,HEADER,50PS, 100
J2 0.1 | SGL, R/A, AU
TSW-150-08-G-S-RA

www.maximintegrated.com
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DS28C40 EV Kit Schematic

Evaluates: DS28C40

1 "

[E[]a DS28E40Gr

SRR A

TDEN Socket Supp
DS28E40G/V

ul

ao 0
3] vee
vecicen )

. AT voecon |
) o
| NG o o
. 1 S o - .
: o Cheen'
A " 6 DNC6
H S0 one
s i
¢
oD
P

10 9 1

it
biciomor P5gnor
& on B

e
G sl

FERDER TG

Canvot open e
Cilers et ook Picture
“WorkLogos MaxinLogo

0 2015 Maxim Incgraed

DS9121CQ+ 4x3mm Socket Board (10 TDFN)

B99121C+QUO_TI B

Tomt ot [ ]

DS28C40 EV Kit PCB Layout Diagrams

Hard Gold 30 microns
Nickel 300 microns

Exposed metal needs 30pin Hard Au over 300pin Ni over loz Cu [CDppEV 1oz
FR4

2000 mil
DS8121Ca+
* P * Part Number: S0-28C40#K00
e Property of Rev
sa E maxim B
= o o integrated..
= @ e @ 5 &

Drill and Mechanical Layer

Date: JAN 10 2019 [Units in mils

= @ @ = —
y g

* * SIZE QTY SYM PLATED TOLERANCE
= @ v b o

M N S |13 |15 YES |+,- 0.003
o

= ® N3 [1|v| N0 |+~ 0.003

% L4
39 |36 ¢ | YES |+,- 0.003
oo
47 |1 |e| N0 |+~ 0.003
67 | 4| e | YES |+,- 0.003
e * 125 | 4 | * NO +/- 0

.003
‘

62mil PCB

2. Material: RoHS Compliant FR-408 or similar laminate material
3. Board Dimensions: (2000 x 2000 mils>
4. Board Thickness: 62 mils +,- 10%
5. Layers: 2 (Top, Bottom)
6. Mimimum Trace,Spacing: 10 trace - 5 space
7. Copper Thickness: loz on all layers
8. Surface mount pads: 28 Through Hole Pads: 36
3. Soldermask: GREEN
. Legend: White. top side only
30 micron hard gold over 300 micron nickel over loz copper
12. Finish: Most Economical Lead free and RoHS compliant process
13. Uendor Logo & date code: Allouwed on bottom side only
14, Total Drill hole guantity: 61 Slot Holes: O Smallest hole size: 13mil
15. Toler ances:

Plated-through holes +/- 3 mil

Pattern to pattern +/- 6 mil

Legend to legend no preference

Soldermask to pattern +,- 6 mil
16. Electrical testing needed: YES

Nonplated through holes: 6

Drill and Mechanical Layer (1 of 3)

www.maximintegrated.com

Maxim Integrated | 25



DS28C40 Evaluation System Evaluates: DS28C40
Lite Version

DS28C40 EV Kit PCB Layout Diagrams (continued)
T O D ﬁ 8 8 E M B L Y Hard Gold 30 microns

Exposed metal needs 30uin Hard Au over 300pin Ni over 1oz Cu [N‘C“l 300 microns

Copper 1oz
2000 mil FR%
DSS121Ca+ Notes:
Part Number: 90-28C40#K00 1. NA
Property of Rev
maxim 2. Material: RoHS Compliant FR-408 or similar laminate material
®integratedm B 3. Board Dimensions: (2000 x 2000 mils)
4. Board Thickness: 62 mils +,- 10%
Drill_and Mechanical Lager 5. Layers: 2 (Top, Bottom>
— 1, [Date:JAN 10 2018 [Units in mils| 6. Minimum Trace,Spacing: 10 trace - 5 space
2 7. Copper Thickmess: loz on all layers
- SIZE QTY SYM PLATED TOLERANCE 8. Surface mount pads: 28 Through Hole Pads: 36 Nonplated through holes: 6
Jl- 813 [15 VES |+,- 0.003| O Soldermask: GREEN
- S 10. Legend: White. top side only
- 39 1 NO  |+,- 0.003| 11, Plating: 30 micron hard gold over 300 micron nickel over loz copper
i 39 |36 VES lio- 0.003| 12 Finish: Most Economical Lead free and RoHS compliant process
13. Vendor Logo & date code: Allowed on bottom side only
47 |1 NO  |[+,- 0.003| 14.Total Drill hole quantity: 61  Slot Holes: O Smallest hole size: 13mil
15. Tolerances:
s |4 YES [t,- 0.003 Plated-through holes  +,- 3 mil

125 | 4 NO +,- 0.003 Pattern to pattern +/- 6 mil
A Legend to legend no preference
Soldermask to pattern +,- 6 mil
16. Electrical testing needed: YES

62mil PCB

Drill and Mechanical Layer (2 of 3)

Hard Gold 30 microns
Exposed metal needs 30uin Hard Au over 300pin Ni over 1oz Cu [g;éz}, 300 microns
2000 mil FR%
B DS9121CQ+ DSS121Ca+ Notes:
[ Ui am RN REW | o Part Number: 90-28C40#K00 1. NA
® @ Cer a.av Property of Rev
= e maxim 2. Material: RoHS Compliant FR-408 or similar laminate material
ooy dbro integrated B 3. Board Dimensions: (2000 x 2000 mils)
|| H Y ™ 4. Board Thickness: 62 mils +,- 10%
n L 2 Drill and Mechanical Lager 5. Layers: 2 (Top, Bottom>
e ° g N 1, [Date:JAN 10 2018 [Units in mils| 6. Minimum Trace,Spacing: 10 trace - 5 space
i P 7. Copper Thickness: loz on all layers
E
< SIZE QTY SYM PLATED TOLERANCE 8. Surface mount pads: 28 Through Hole Pads: 36 Nonplated through holes: 6
[ ] 8 13 [15] - | vEs |+,- 0.003] 9 Soldermask: GREEN
& Q 10. Legend: White. top side only
= 39 1 NO  |+,- 0.003| 11, Plating: 30 micron hard gold over 300 micron nickel over loz copper
I 39 |36 VES |+- o0.003| 12 Finish: Most Economical Lead free and RoHS compliant process
maxin] . 13. Uendor Logo & date code: Allowed on bottom side only
integrite n: 47 |1 NO  |[+,- 0.003| 14. Total Drill hole quantity: 61  Slot Holes: O Smallest hole size: 13mil
° o - 15. Tolerances:
IR EEE 7 | 4 YES |+, 0.003 Plated-through holes  +,- 3 mil
[ ] XXX XX 125 | 4 N0 |+,- 0.003] Pattern to pattern 4= 6 mil
2 Legend to legend no preference
Soldermask to pattern +,- 6 mil
16. Electrical testing needed: YES
Top Silk Screen
TOP METAL 62mil PCB
Bottom Metal IeroM morrod

Drill and Mechanical Layer (3 of 3)
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Revision History

Evaluates: DS28C40

REVISION | REVISION PAGES
NUMBER DATE DESCRIPTION CHANGED
0 6/19 Initial release —

For pricing, delivery, and ordering information, please visit Maxim Integrated’s online storefront at https://www.maximintegrated.com/en/storefront/storefront.html.

Maxim Integrated cannot assume responsibility for use of any circuitry other than circuitry entirely embodied in a Maxim Integrated product. No circuit patent licenses
are implied. Maxim Integrated reserves the right to change the circuitry and specifications without notice at any time.

Maxim Integrated and the Maxim Integrated logo are trademarks of Maxim Integrated Products, Inc.
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CraHpapT
INeKTpPOoH
ﬂ CBAA3b

Mbl MOf04aA M aKTUBHO Pa3BMBAIOLLAACA KOMMAHWA B 061acTM  MOCTaBOK
3NEKTPOHHbIX KOMMOHEHTOB. Mbl NOCTAaBASEM  3/IEKTPOHHbIE  KOMMOHEHTbI
OTEYEeCTBEHHOIrO U MMMOPTHOIO NMPOWU3BOACTBA HAMPAMYIO OT NPOU3BOAMUTENEN U C
KpYMHEMLWKNX CKNaZ0B MUpa.

Enaro,a,apﬂ coTpygHn4ecTtesy C MMpPOBbIMU NOCTaBWMKaMWN Mbl OCYLLECTBIAEM
KOMMNNEKCHbIE N NN1aHOBblE MNMOCTABKU LumpoqaﬁLuero CNEeKTpa 3/1EKTPOHHbIX
KOMMOHEHTOB.

CobcTtBeHHan 3¢p@eKTUBHAA NOrMCTUKA M CKNag B obecneunBaeT HageKHYHo
MOCTaBKy MNPOAYKLMM B TOYHO YKa3aHHble CPOKM Mo Bcel Poccum.

Mbl ocyuiecTBisem TEXHUYECKYI0 MNOALEPKKY HAWWM  K/IMEHTaMm U
npeanpoaaxkHyto NPOBEPKY KayecTsa NpoayKumu. Ha Bce noctaBnsiemble NpoAyKTbl
Mbl MPEAOCTaBASEM TFAPaAHTUIO .

OcyuwiectBndem nNOCTaBKM NpoOAYKUMM nog, KoHTponem Bl MO PO Ha
npeanpuATUA BOEHHO-NPOMbIWIEHHOTO KoMnaekca Poccuun , a TakKe paboTtaem B
pamkax 275 ®3 c OTKpbITUEM OTAE/bHbIX CHETOB B YNONHOMOYEHHOM BaHKe. Cuctema
MeHeXMeHTa KayecTBa KomnaHum cooTBeTcTByeT TpeboBaHuam FOCT ISO 9001.

MWHUMaNbHbIE  CPOKM  MNOCTAaBKW, TMOKME  UeHbl, HeorpaHWYeHHbIN
aCCOPTUMEHT UM WHAMBMAYANbHbLIN MNOAXOA K KAMEHTaM ABAAIOTCA OCHOBOW ANA
BbICTPAMBaHMA A0FOCPOYHOIO M 3GPEKTUBHOIO COTPYAHMYECTBA C NPEeANPUATUAMM
PaANO3NEKTPOHHOMW NPOMBIWAEHHOCTU, NPEeanPUATUAMM BMNK u HayuHo-
nccnenoBaTeNbCKUMKU MHCTUTYTaMm Poccun.

C Hamu Bbl CTAaHOBMUTECH elle ycnewHee!

[HaLLIM KOHTAKTbI: \

TenedoH: +7 812 627 14 35

dNeKTpPOHHaA nouTa: sales@st-electron.ru

Appec: 198099, CaHkT-MNeTepbypr,
MpomblwneHHasa yn, gom Ne 19, nutepa H,
nometleHune 100-H Oduc 331
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