AES Encryption
IP Security System

[P Lock

IP Lock is FPGA logic security system which used very reliable AES encryption technology. IP
propaties in FPGA are protected from illegal copy by only including IP Lock in FPGA and connectiing
with encryption controller chip.
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@~ Strong security by AES encryption
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Encryption controller chip
@+ Change & encrypt authentication data at
about 200msec cycle

Send to Encryption Send
@~ Generate true random authentication data by FPGA controller chip ¢ g Cyeied data
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@-r Connecting I/O with FPGA are only 2 pins 128bit authentication data

every 200msec

@+ No need to input clock to IP Lock logic
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@ Provide easy laboratories pack and IP Lock I A
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AES Cryptosystem reve e Match
AES(Advanced Encryption Standard) is common key Miss match
cryptosystem chosen by NIST, US. Both encryption and
decryption are high speed. And it is also stronger than

triple DES. So it is noticed as encryption standard for next
generation replaced with DES. Currently AES is adopted
with security for financial system, LAN system and so on.

IP Lock encryption/decryption process flowchart
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IP Lock block diagram
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Laboratories pack

IP Lock writer + blank chip

I IPL-CHP # real size
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PLock

Laboratories pack containes encryption

chips which are already written unique

ID at shipment. It is for small usage.

IP Lock implementation example

Unique ID for each pack written
by DesignGateway

Step1:

SOP8 pin package
mount encryption chip

User can write any ID to blank chip

b ing IP Lock writer
y using wri Step2:

Implement IP Lock
to FPGA

Possible to write optional ID to blank chips
by IP Lock writer. Because every IP Lock
writer have different ID, even if a user write
same key but using different IP Lock writer,
written ID are also different. It is for mass
production or using it for several products.

B Production name

IP Lock

Bl Cryptosystem

AES-128 Cryptosystem

B Consumption resources of
IP Lock core

about 1,200LE / about 24,500 memory bit (for Altera FPGA)
about 400 slices / 2 blockRAM (for Xilinx FPGA)

W Encryption controller

SOP8 pin package
2 1/O for connecting with FPGA
No need clock input

H Contents

@ IP Lock encryption contrpller chip

@ P Lock core netlist

@ User's manual

@ ID writing software (for Windows, included in IP Lock writer IPL-003WR only)

B Part number

@IP Lock Laboratories pack
IPL-010L IP core netlist + encryption controller chip 10pcs pack
IPL-030L IP core netlist + encryption controller chip 30pcs pack
@|P Lock writer
IPL-003WR IP Lock writer (with IPL-CHP 3pcs)
IPL-CHP Blank chip for IP Lock writer (vOQ 100pcs)
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CraHpapT
INeKTpPOoH
ﬂ CBAA3b

Mbl MOf04aA M aKTUBHO Pa3BMBAIOLLAACA KOMMAHWA B 061acTM  MOCTaBOK
3NEKTPOHHbIX KOMMOHEHTOB. Mbl NOCTAaBASEM  3/IEKTPOHHbIE  KOMMOHEHTbI
OTEYEeCTBEHHOIrO U MMMOPTHOIO NMPOWU3BOACTBA HAMPAMYIO OT NPOU3BOAMUTENEN U C
KpYMHEMLWKNX CKNaZ0B MUpa.

Enaro,a,apﬂ coTpygHn4ecTtesy C MMpPOBbIMU NOCTaBWMKaMWN Mbl OCYLLECTBIAEM
KOMMNNEKCHbIE N NN1aHOBblE MNMOCTABKU LumpoqaﬁLuero CNEeKTpa 3/1EKTPOHHbIX
KOMMOHEHTOB.

CobcTtBeHHan 3¢p@eKTUBHAA NOrMCTUKA M CKNag B obecneunBaeT HageKHYHo
MOCTaBKy MNPOAYKLMM B TOYHO YKa3aHHble CPOKM Mo Bcel Poccum.

Mbl ocyuiecTBisem TEXHUYECKYI0 MNOALEPKKY HAWWM  K/IMEHTaMm U
npeanpoaaxkHyto NPOBEPKY KayecTsa NpoayKumu. Ha Bce noctaBnsiemble NpoAyKTbl
Mbl MPEAOCTaBASEM TFAPaAHTUIO .

OcyuwiectBndem nNOCTaBKM NpoOAYKUMM nog, KoHTponem Bl MO PO Ha
npeanpuATUA BOEHHO-NPOMbIWIEHHOTO KoMnaekca Poccuun , a TakKe paboTtaem B
pamkax 275 ®3 c OTKpbITUEM OTAE/bHbIX CHETOB B YNONHOMOYEHHOM BaHKe. Cuctema
MeHeXMeHTa KayecTBa KomnaHum cooTBeTcTByeT TpeboBaHuam FOCT ISO 9001.

MWHUMaNbHbIE  CPOKM  MNOCTAaBKW, TMOKME  UeHbl, HeorpaHWYeHHbIN
aCCOPTUMEHT UM WHAMBMAYANbHbLIN MNOAXOA K KAMEHTaM ABAAIOTCA OCHOBOW ANA
BbICTPAMBaHMA A0FOCPOYHOIO M 3GPEKTUBHOIO COTPYAHMYECTBA C NPEeANPUATUAMM
PaANO3NEKTPOHHOMW NPOMBIWAEHHOCTU, NPEeanPUATUAMM BMNK u HayuHo-
nccnenoBaTeNbCKUMKU MHCTUTYTaMm Poccun.

C Hamu Bbl CTAaHOBMUTECH elle ycnewHee!

[HaLLIM KOHTAKTbI: \

TenedoH: +7 812 627 14 35

dNeKTpPOHHaA nouTa: sales@st-electron.ru

Appec: 198099, CaHkT-MNeTepbypr,
MpomblwneHHasa yn, gom Ne 19, nutepa H,
nometleHune 100-H Oduc 331
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