ABRIDGED DATA SHEET

Click here for production status of specific part numbers.

EVALUATION KIT AVAILABLE

MAX32558

General Description

DeepCover® embedded security solutions cloak sensitive
data under multiple layers of advanced physical security
to provide the most secure key storage possible.

The MAX32558 is based on an Arm® Cortex®-M3 proces-
sor with 512KB of embedded flash, 96KB of system RAM,
1KB of battery-backed AES self-encrypted NVSRAM. It
includes a cryptographic engine, a true random number
generator, battery-backed RTC, environmental and tamper
detection circuitry, a magnetic stripe reader, a smart card
controller with embedded transceiver to directly support
1.8V, 3.3V, and 5V cards, and an integrated secure keypad
controller. It also includes a vast array of peripherals, USB
SPIs, UARTs, DMA, and ADC that add flexibility to control
and differentiate the system design.

Applications

PCI Mobile Payment Terminals (mPOS)
ATM Keyboards

EMV Card Readers

Standalone Smartcard Readers

HSMs

Industrial Modules

Functional Diagram
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*5V smart card support requires external 5.0V supply.

DeepCover Secure Arm Cortex-M3
Flash Microcontroller

Benefits and Features

e Arm Cortex-M3 Processor Core Allows for Easy
Integration into Applications
* 60MHz Core Operating Frequency Through PLL
* 512KB Dual-Bank Flash Memory with Cache
* 96KB System SRAM
» 1KB AES Self-Encrypted NVSRAM

e Security Features Facilitate System-Level Protection
» Secure Boot Loader with Public Key Authentication
+ AES, DES, and SHA Hardware Accelerators

Modulo Arithmetic Hardware Accelerator (MAA)

Supporting RSA, DSA, and ECDSA

4x3 Secure Keypad Controller

Hardware True Random-Number Generator

Die Shield with Dynamic Fault Detection

4 External Tamper Sensors with Independent

Random Dynamic Patterns

» 256-Bit Flip-Flop-Based Battery-Backup AES Key
Storage

» Temperature and Voltage Tamper Monitor

* Real-Time Clock

e Integrated Peripherals Reduce External Component Count
» Triple-Track Magnetic Stripe Head Interface
* One ISO 7816 Smart Card Interface with Integrated
Transceiver (1.8V, 3V, and 5V)
» USB 2.0 Device with Internal Transceiver and
Dedicated PLL
1 SPI Port, 1 UART Port, and 1 12C Controller
8 Timers, with up to 2 PWM 1I/O
Up to 27 General-Purpose 1/O Pins
1-Channel, 10-Bit ADC
4-Channel DMA Controller

e Power Management Optimizes Battery Life and
Reduces Active Power Consumption
+ Single 3.3V Supply Operation*
 Integrated Battery-Backup Switch
* Clock Gating Function
» Low-Current Battery-Backup Operation

Ordering Information appears at end of data sheet.
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Mbl MOf04aA M aKTUBHO Pa3BMBAIOLLAACA KOMMAHWA B 061acTM  MOCTaBOK
3NEKTPOHHbIX KOMMOHEHTOB. Mbl NOCTAaBASEM  3/IEKTPOHHbIE  KOMMOHEHTbI
OTEYEeCTBEHHOIrO U MMMOPTHOIO NMPOWU3BOACTBA HAMPAMYIO OT NPOU3BOAMUTENEN U C
KpYMHEMLWKNX CKNaZ0B MUpa.

Enaro,a,apﬂ coTpygHn4ecTtesy C MMpPOBbIMU NOCTaBWMKaMWN Mbl OCYLLECTBIAEM
KOMMNNEKCHbIE N NN1aHOBblE MNMOCTABKU LumpoqaﬁLuero CNEeKTpa 3/1EKTPOHHbIX
KOMMOHEHTOB.

CobcTtBeHHan 3¢p@eKTUBHAA NOrMCTUKA M CKNag B obecneunBaeT HageKHYHo
MOCTaBKy MNPOAYKLMM B TOYHO YKa3aHHble CPOKM Mo Bcel Poccum.

Mbl ocyuiecTBisem TEXHUYECKYI0 MNOALEPKKY HAWWM  K/IMEHTaMm U
npeanpoaaxkHyto NPOBEPKY KayecTsa NpoayKumu. Ha Bce noctaBnsiemble NpoAyKTbl
Mbl MPEAOCTaBASEM TFAPaAHTUIO .

OcyuwiectBndem nNOCTaBKM NpoOAYKUMM nog, KoHTponem Bl MO PO Ha
npeanpuATUA BOEHHO-NPOMbIWIEHHOTO KoMnaekca Poccuun , a TakKe paboTtaem B
pamkax 275 ®3 c OTKpbITUEM OTAE/bHbIX CHETOB B YNONHOMOYEHHOM BaHKe. Cuctema
MeHeXMeHTa KayecTBa KomnaHum cooTBeTcTByeT TpeboBaHuam FOCT ISO 9001.

MWHUMaNbHbIE  CPOKM  MNOCTAaBKW, TMOKME  UeHbl, HeorpaHWYeHHbIN
aCCOPTUMEHT UM WHAMBMAYANbHbLIN MNOAXOA K KAMEHTaM ABAAIOTCA OCHOBOW ANA
BbICTPAMBaHMA A0FOCPOYHOIO M 3GPEKTUBHOIO COTPYAHMYECTBA C NPEeANPUATUAMM
PaANO3NEKTPOHHOMW NPOMBIWAEHHOCTU, NPEeanPUATUAMM BMNK u HayuHo-
nccnenoBaTeNbCKUMKU MHCTUTYTaMm Poccun.

C Hamu Bbl CTAaHOBMUTECH elle ycnewHee!

[HaLLIM KOHTAKTbI: \

TenedoH: +7 812 627 14 35

dNeKTpPOHHaA nouTa: sales@st-electron.ru

Appec: 198099, CaHkT-MNeTepbypr,
MpomblwneHHasa yn, gom Ne 19, nutepa H,
nometleHune 100-H Oduc 331
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