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CEL4702 Torost Board The CEC1702 has the unique CEC1702 chip from Microchip
For ChapHhisperer 3087 which features a Cortex M4F. This device contains extensive
hardware cryptographic accelerators, including public key
accelerators.

This device requires at minimum a JTAG programmer, but as
it does not contain internal flash you also may need a SPI flash
programmer if you wish to program the on-board SPI flash
memory.

The baseboard is designed to allow various measurements to
=1 O | . . . .
E,.p'clf::‘lal be performed, including on both the device during regular
operation as well as during the loading process.

. CW308 UFO Baseboard REQUIRED for use!
|
. . Programmer REQUIRED for use!
Product Highlights

Microchip CEC1702 target device.

SPI Flash chip includes bidirectional buffer to allow (a) programming of on-board SPI flash chip with external program-
mer, (b) sniffing SPI traffic without loading data lines, and (c) triggering on SPI traffic.

Example implementation of firmware projects that run on this device, including use of cryptographic AES accelerator.

Documentation on some of the unique features of the CEC1702 including the odd fuse requirements can be found on
the wiki.

It is required to use a JTAG debugger for this device to simplify development and debug - we highly recommend an
Arm JTAG programmer such as a Segger J-Link. If you wish to program the on-board SPI flash memory (the device has
no FLASH memory itself) a SPI programmer is required. See wiki for full details and pinout.

Full design files are available under an open-source license.

Ordering Summary
NAE-CW308T-CEC1702 Microchip CEC1702 UFO Target Board.

Product Links

Full Documentation https://wiki.newae.com/CW308T-CEC1702
Hardware Design https://github.com/newaetech/chipwhisperer-target-cw308t
Firmware Example  https://github.com/newaetech/chipwhisperer/tree/develop/hardware/victims/firm-

ware/
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Decoupling Capacitors
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Disclaimers

All content is Copyright NewAE Technology Inc., 2018. ChipWhisperer is a trademark of NewAE Technology Inc., registered in the United States of America
and Europe. ChipSHOUTER is a trademark of NewAE Technology Inc., registered in Europe. Trademarks are claimed in all jurisdictions and may be regis-
tered in other states than specified here.

NewAE Technology makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves
the right to make changes to specifications and product descriptions at any time without notice. NewAE Technology does not make any commitment to
update the information contained herein. NewAE Technology products are not intended, authorized, or warranted for use as components in applications
intended to support or sustain life. NewAE Technology products are designed solely for teaching purposes.

All other product names and trademarks are the property of their respective owners, which are in no way associated or affiliated with NewAE Technology
Inc. Use of these names does not imply any co-operation or endorsement.
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CraHpapT
INeKTpPOoH
ﬂ CBAA3b

Mbl MOf04aA M aKTUBHO Pa3BMBAIOLLAACA KOMMAHWA B 061acTM  MOCTaBOK
3NEKTPOHHbIX KOMMOHEHTOB. Mbl NOCTAaBASEM  3/IEKTPOHHbIE  KOMMOHEHTbI
OTEYEeCTBEHHOIrO U MMMOPTHOIO NMPOWU3BOACTBA HAMPAMYIO OT NPOU3BOAMUTENEN U C
KpYMHEMLWKNX CKNaZ0B MUpa.

Enaro,a,apﬂ coTpygHn4ecTtesy C MMpPOBbIMU NOCTaBWMKaMWN Mbl OCYLLECTBIAEM
KOMMNNEKCHbIE N NN1aHOBblE MNMOCTABKU LumpoqaﬁLuero CNEeKTpa 3/1EKTPOHHbIX
KOMMOHEHTOB.

CobcTtBeHHan 3¢p@eKTUBHAA NOrMCTUKA M CKNag B obecneunBaeT HageKHYHo
MOCTaBKy MNPOAYKLMM B TOYHO YKa3aHHble CPOKM Mo Bcel Poccum.

Mbl ocyuiecTBisem TEXHUYECKYI0 MNOALEPKKY HAWWM  K/IMEHTaMm U
npeanpoaaxkHyto NPOBEPKY KayecTsa NpoayKumu. Ha Bce noctaBnsiemble NpoAyKTbl
Mbl MPEAOCTaBASEM TFAPaAHTUIO .

OcyuwiectBndem nNOCTaBKM NpoOAYKUMM nog, KoHTponem Bl MO PO Ha
npeanpuATUA BOEHHO-NPOMbIWIEHHOTO KoMnaekca Poccuun , a TakKe paboTtaem B
pamkax 275 ®3 c OTKpbITUEM OTAE/bHbIX CHETOB B YNONHOMOYEHHOM BaHKe. Cuctema
MeHeXMeHTa KayecTBa KomnaHum cooTBeTcTByeT TpeboBaHuam FOCT ISO 9001.

MWHUMaNbHbIE  CPOKM  MNOCTAaBKW, TMOKME  UeHbl, HeorpaHWYeHHbIN
aCCOPTUMEHT UM WHAMBMAYANbHbLIN MNOAXOA K KAMEHTaM ABAAIOTCA OCHOBOW ANA
BbICTPAMBaHMA A0FOCPOYHOIO M 3GPEKTUBHOIO COTPYAHMYECTBA C NPEeANPUATUAMM
PaANO3NEKTPOHHOMW NPOMBIWAEHHOCTU, NPEeanPUATUAMM BMNK u HayuHo-
nccnenoBaTeNbCKUMKU MHCTUTYTaMm Poccun.

C Hamu Bbl CTAaHOBMUTECH elle ycnewHee!

[HaLLIM KOHTAKTbI: \

TenedoH: +7 812 627 14 35

dNeKTpPOHHaA nouTa: sales@st-electron.ru

Appec: 198099, CaHkT-MNeTepbypr,
MpomblwneHHasa yn, gom Ne 19, nutepa H,
nometleHune 100-H Oduc 331
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