Product Brief

OPTIGA™ TPM

Certified security solutions for Trusted Computing in PC and embedded applications

The Infineon OPTIGA™ TPM (Trusted Platform Module) family is a standardized security
controller family which provides a wide range of security functions for embedded
platforms. As the leader of Trusted Computing solutions Infineon offers a broad range of
products meeting your specific requirements.

Security and functionality

All OPTIGA™ TPM products are based on Infineon’s advanced hardware security techno-
logy. The products are designed according to the Trusted Computing Group (TCG) spec-
ifications and are certified Common Criteria? CC EAL4+. The security functions include
system and data integrity, authentication, secured communication, secured data storage
and secured updates.

Performance and power

Implemented on a 16-bit state-of-the-art security controller from Infineon, the products
meet the latest Microsoft Windows boot time and performance criteria. Furthermore the
products are supported in Linux OS and derivates.

Asleep current of down to 110 pA allows smooth integration into a broad range of devices
requiring power efficient battery operated designs.

Extended temperature range and packages

The OPTIGA™ TPM family supports an improved commercial temperature range as stan-
dard (-20 °C to +85 °C) as well as an extended temperature range (-40 °C to +85 °C)

for industrial applications. The OPTIGA™ TPM is available in TSSOP-28 package or the
small VQFN-32 package (5 x 5 mm?), which saves precious board space on your

mobile platforms.

Migrate to TCG TPM 2.0 today

Leading the way into the future Infineon is the first provider offering a TPM 2.0 product
according to the latest specification. With this early expertise we support your smooth
transition to the new standard.

www.infineon.com/tpm

infineon

Key features?

» Standardized security controller

> TCG certified products

> Products with TPM 1.2 and 2.0

» Standard & extended temperature
range (-40 °C to +85 °C)

> Firmware upgrade capability

» SPI, I2C & LPC interface

> VQFN-32 & TSSOP-28 package

> CC and FIPS certification

Customer values

> Innovative security solutions
provided by the market leader

> High confidence level based on
Common Criteria certification

> Easy integration based on
standardization

Applications

> Notebooks/PCs/tablets/servers
> Networking components

> Industrial automation

> Single board devices

> Home automation

> Automotive

1) The Trusted Computing Group (TCG) specifications for the
standardized TPM v1.2 only consider LPC and SPI interfaces.
The I’C interface is not part of the TCG defined specification.
The SLB 9645 is built on the TCG compliant, EAL4+ certified
TPM hardware and firmware, with the addition of I°C support.

2) Not all features apply to all product configurations - please
refer to product data book for further details.



OPTIGA™ TPM

Certified security solutions for Trusted Computing in PC and embedded applications

Fully certified & state-of-the-art security

For new products of the Infineon OPTIGA™ TPM family the Common  representative serving as the TCG president and a strong pres-
Criteria certification is a key focus. As the first and still leading

the list, Infineon had its TPMs listed on the official TCG product list
showing that the TCG TPM standard is fulfilled.

Infineon is a driver in the Trusted Computing Group (TCG), the stan-

ence and chairs in various working groups, Infineon is working on
future security standards and driving innovation.

dardization organization formed to develop open, vendor-neutral,

global industry standards for hardware security. With an Infineon COMPUTING GROUP™

Product summary?

Sales code

SLB 9645

TPM version

Interface

Temperature
range

Package

Common Criteria
certified

Typical / recommended use

SLB 9645TT1.2 1.2rev.116 12C -20...+85 TSSOP-28 Notebook, desktops, tablets, mobile computing on non x86
SLB 9645XQ1.2 1.2rev.116 12C -40...+85 VQFN-32 Industrial embedded computing on non x86
SLB 9645XT1.2 1.2rev.116 12C -40...+85 TSSOP-28 Industrial embedded computing on non x86
SLB9660TT1.2 1.2rev.116 LPC -20...+85 TSSOP-28 v Notebook, desktops, tablets on x86 & embedded computing
SLB 9660VQ1.2 1.2rev.116 LPC -20...+85 VQFN-32 v Notebook, desktops, tablets on x86 & embedded computing
SLB 9660XT1.2 1.2rev.116 LPC -40...+85 TSSOP-28 v Industrial embedded computing on x86
SLB 9660XQ1.2 1.2rev.116 LPC -40...+85 VQFN-32 v Industrial embedded computing on x86
SLB9665TT2.0 2.0rev.1.16 LPC -20...+85 TSSOP-28 v Notebook, desktops, tablets on x86/x64 & embedded computing
SLB 9665VQ2.0 2.0rev.1.16 LPC -20...+85 VQFN-32 v Notebook, desktops, tablets on x86/x64 & embedded computing
SLB 9665XT2.0 2.0rev.1.16 LPC -40...+85 TSSOP-28 v Industrial embedded computing on x86/x64
SLB 9665XQ2.0 2.0rev.1.16 LPC -40...+85 VQFN-32 v Industrial embedded computing on x86/x64
B 9670
SLB 9670VQ1.2 1.2rev.116 SPI -20...+85 VQFN-32 v All architectures
SLB 9670XQ1.2 1.2rev.116 SPI -40...+85 VQFN-32 v All architectures
SLB 9670VQ2.0 2.0rev.1.16 SPI -20...+85 VQFN-32 V3 All architectures
SLB 9670XQ2.0 2.0rev.1.16 SPI -40...+85 VQFN-32 v3) All architectures

2) Notall features apply to all product configurations - please refer to product data book for further details.

3) Certification ongoing

OPTIGA™ product family

Infineon’s OPTIGA™ family consists of products and solutions for
securing embedded systems. All products are based on secured

hardware and software. In addition to the OPTIGA™ TPM products,
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Please note!

THIS DOCUMENT IS FOR INFORMATION PURPOSES ONLY AND
ANY INFORMATION GIVEN HEREIN SHALL IN NO EVENT BE
REGARDED AS A WARRANTY, GUARANTEE OR DESCRIPTION OF
ANY FUNCTIONALITY, CONDITIONS AND/OR QUALITY OF OUR
PRODUCTS OR ANY SUITABILITY FOR A PARTICULAR PURPOSE.
WITH REGARD TO THE TECHNICAL SPECIFICATIONS OF OUR
PRODUCTS, WE KINDLY ASK YOU TO REFER TO THE RELEVANT
PRODUCT DATA SHEETS PROVIDED BY US. OUR CUSTOMERS AND
THEIR TECHNICAL DEPARTMENTS ARE REQUIRED TO EVALUATE
THE SUITABILITY OF OUR PRODUCTS FOR THE INTENDED
APPLICATION.

WE RESERVE THE RIGHT TO CHANGE THIS DOCUMENT AND/OR
THE INFORMATION GIVEN HEREIN AT ANY TIME.

the overall product family also includes the OPTIGA™ Trust line of
products with products and solutions for device authentication.

Additional information

For further information on technologies, our products, the
application of our products, delivery terms and conditions
and/or prices please contact your nearest Infineon Technologies
office (www.infineon.com).

Warnings

Due to technical requirements, our products may contain
dangerous substances. For information on the types in question
please contact your nearest Infineon Technologies office.

Except as otherwise explicitly approved by us in a written
document signed by authorized representatives of Infineon
Technologies, our products may not be used in any life
endangering applications, including but not limited to medical,
nuclear, military, life critical or any other applications where a
failure of the product or any consequences of the use thereof
can result in personal injury.



CraHpapT
INeKTpPOoH
ﬂ CBAA3b

Mbl MOf04aA M aKTUBHO Pa3BMBAIOLLAACA KOMMAHWA B 061acTM  MOCTaBOK
3NEKTPOHHbIX KOMMOHEHTOB. Mbl NOCTAaBASEM  3/IEKTPOHHbIE  KOMMOHEHTbI
OTEYEeCTBEHHOIrO U MMMOPTHOIO NMPOWU3BOACTBA HAMPAMYIO OT NPOU3BOAMUTENEN U C
KpYMHEMLWKNX CKNaZ0B MUpa.

Enaro,a,apﬂ coTpygHn4ecTtesy C MMpPOBbIMU NOCTaBWMKaMWN Mbl OCYLLECTBIAEM
KOMMNNEKCHbIE N NN1aHOBblE MNMOCTABKU LumpoqaﬁLuero CNEeKTpa 3/1EKTPOHHbIX
KOMMOHEHTOB.

CobcTtBeHHan 3¢p@eKTUBHAA NOrMCTUKA M CKNag B obecneunBaeT HageKHYHo
MOCTaBKy MNPOAYKLMM B TOYHO YKa3aHHble CPOKM Mo Bcel Poccum.

Mbl ocyuiecTBisem TEXHUYECKYI0 MNOALEPKKY HAWWM  K/IMEHTaMm U
npeanpoaaxkHyto NPOBEPKY KayecTsa NpoayKumu. Ha Bce noctaBnsiemble NpoAyKTbl
Mbl MPEAOCTaBASEM TFAPaAHTUIO .

OcyuwiectBndem nNOCTaBKM NpoOAYKUMM nog, KoHTponem Bl MO PO Ha
npeanpuATUA BOEHHO-NPOMbIWIEHHOTO KoMnaekca Poccuun , a TakKe paboTtaem B
pamkax 275 ®3 c OTKpbITUEM OTAE/bHbIX CHETOB B YNONHOMOYEHHOM BaHKe. Cuctema
MeHeXMeHTa KayecTBa KomnaHum cooTBeTcTByeT TpeboBaHuam FOCT ISO 9001.

MWHUMaNbHbIE  CPOKM  MNOCTAaBKW, TMOKME  UeHbl, HeorpaHWYeHHbIN
aCCOPTUMEHT UM WHAMBMAYANbHbLIN MNOAXOA K KAMEHTaM ABAAIOTCA OCHOBOW ANA
BbICTPAMBaHMA A0FOCPOYHOIO M 3GPEKTUBHOIO COTPYAHMYECTBA C NPEeANPUATUAMM
PaANO3NEKTPOHHOMW NPOMBIWAEHHOCTU, NPEeanPUATUAMM BMNK u HayuHo-
nccnenoBaTeNbCKUMKU MHCTUTYTaMm Poccun.

C Hamu Bbl CTAaHOBMUTECH elle ycnewHee!

[HaLLIM KOHTAKTbI: \

TenedoH: +7 812 627 14 35

dNeKTpPOHHaA nouTa: sales@st-electron.ru

Appec: 198099, CaHkT-MNeTepbypr,
MpomblwneHHasa yn, gom Ne 19, nutepa H,
nometleHune 100-H Oduc 331
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